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Advertising: Audience Segmentation vs. 
Microtargeting
• The best ad is the one you only show to people who then buy your 

product

• Showing ads to millions who do not need your product is wasteful and 
drives up consumer prices

• Audience segmentation
– few cosmetic ads in motorcycle magazines
– few toys advertised on TV after bedtime

2

But there is a darker side to audience segmentation 
and targeting



Targeting the Vulnerable With Pseudoscience

• Advertisers can use Google keywords to match ads to the searches of 
Google users

• “Alternative” cancer clinics in Mexico and Arizona targeted the 
sensitive queries of cancer patients …

• … thus giving prominence to pseudoscientific treatment options 

(Zenone, Marcon, Kenworthy, van Schalkwyk, Caulfield, Hartwell, & Maani, 2024)

Names of world-leading cancer centers used as 
keywords – thus boosting visibility of “alternative” 
treatments ahead of evidence-based cancer centers



Microtargeted Manipulation

• Facebook’s algorithms can determine, and allow advertisers to 
pinpoint, “moments when young people need a confidence boost” 
because they are feeling “worthless” or “insecure” (Machkovetch, 
2017).

• Facebook did not dispute the existence of the technology, but claimed 
that it was never made available to advertisers. 
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Customization

(Lorenz-Spreen, Lewandowsky, Sunstein, & Hertwig, 2020)



Psychological Microtargeting Raises 
Several Concerns (I.)

• Individuals rarely consent to personal data use

• Personal vulnerabilities can be exploited because users can be 
targeted based on their personality which can be inferred from their 
“likes”

• 300 Facebook “likes” permit identification of one’s personality with 
greater accuracy than one’s spouse (Youyou et al., 2015)
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Psychological Microtargeting Raises 
Several Concerns (II.)

• Intent and true nature of messages concealed

• No rebuttal of political (mis-)information is possible 

• Allows politicians to make mutually incompatible promises to 
different segments of the electorate



1. Exploits personal data without the user’s consent.

2. Conceals its intent and true nature

3. Claims made in targeted messages cannot be corrected or 
debated in the free marketplace of ideas

4. Permits disinformation to spread without opportunity for 
correction

5. Potentially allows politicians to make mutually 
incompatible promises to different segments of the 
electorate

6. Allows foreign actors to influence domestic political 
campaigns
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Psychological Microtargeting And The 
Public

• Public rejects political microtargeting in U.S., U.K., and Germany 
(Kozyreva, Lorenz-Spreen, Hertwig, Lewandowsky, & Herzog, 2021)



Three Questions

1. Can we detect microtargeting?

2. Is it effective?

3. Can we defang it?



1. Detection (Simchon et al. 2023)



Model 1: Method

• Reddit collection
– Communities of fiction writing
– 32,344 Potential Participants
– 9,244 received personalized invitations to participate
– 1,100 participants
– 650,000 comments

• Measures
– “Big 5” personality: BFI-2 (Soto & John, 2017; JPSP)

– Values: SVS-PVQ (Schwartz, 1992; 2012)
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Model 1



Detection (Simchon et al. 2023)



Model 2: Method

• Reddit collection
– communities of fiction writing
– 10,050 users
– 2.5 million comments

– 10,050 unique posts that are short pieces of fiction (“consumed content”)

16

Model 1

Model 2

Predicted personality



Detection (Simchon et al. 2023)

Pearson’s r 
(out of sample test):

.26 – .39 
• Model 2 more sensitive to 

“how” rather than “what”
• Style rather than content

• Pearson’s r:  .08 – .19
• Focus on openness



Effect Size?

• Isn’t an effect size of r = 0.1 negligible?
– yes, for a particular event, but not at the aggregate or at scale

• Real world examples:
– the effect of antihistamines on runny nose and sneezing: r = 0.11
– the effect of ibuprofen on pain relief: r = .14
– the correlation between extraversion and money spent on holiday shopping: r 

= .09
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(Funder & Ozer, 2019)



Examples (from 1,500 Facebook ads)
Item 5: lowest on Openness Item 22: highest on Openness



Examples: Human Validation
Item 22: highest on OpennessItem 5: lowest on Openness

Yes. We can automatically 
detect text that aligns with a 
person’s personality

Which may indicate (but does 
not guarantee) that an ad is 
microtargeted



2. Is Microtargeting Persuasive? 
(Simchon et al. 2024)
• Four preregistered studies

• Collected Openness scores on BFI-2

• Asked for persuasiveness ratings for
top 10 ads



Analytical Procedure

Matching = |ad-person|



Study 1: Are Targeted Ads Persuasive? Yes.

• Persuasiveness as a function of 
discrepancy between 
“personality” of ad and 
personality of person



Studies 2 and 3: AI Automation 
(GPT3 & ChatGPT)

Original: Vaccines should be available to 
everyone, everywhere. Tell Boris Johnson 
to take action.

High Openness: now! Experience the 
extraordinary and join the global movement 
for universal access to vaccines! Sign up 
now and help make sure everyone, 
everywhere can benefit from the power of 
vaccines.

Low Openness: Protect yourself and your 
family. Get your vaccines and stay safe. 
Take the traditional approach and join the 
fight against disease. Tell Boris Johnson to 
take action now! 24



Studies 2 and 3: Results

25

GPT-3 ChatGPT



But How Would This Work in Practice? 
Advertising on Facebook
• Advertisers can select a highly-specific target audience based on 

many attributes
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“Interests” are a little more 
pernicious than simply being 

interests ….
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Yes, persuasiveness increases with 
psychological targeting of 
AI-tailored ads

AI-tailored ads can be rolled out 
at scale



Not An Isolated Finding: LLM-Driven Spear 
Phishing

• AI performed OSINT (web crawl) to create profile of target 

• AI crafted customized emails on basis of each target’s profile 

% clicks on link in 
phishing email

(Heiding, Lermen, Kao, Schneier, Vishwanath, 
2024)



Regulatory Context



3. Can We Defang Microtargeting? 
The “Popup” Intervention: Studies 4-6



3. Can We Defang Microtargeting? 
The “Popup” Intervention: Studies 4-6
• Real Facebook ads

• Persuasiveness ratings (dependent variable)

• Type of ad (independent variable)
– Non-targeted
– Targeted no popup
– Targeted with popup Critical contrast



The “Popup” Intervention



Results Study 4 Study 5 Study 6

(Carrella, Simchon, Edwards, & Lewandowsky, 
2025)



Conclusions

• Personality predicts what text people prefer to consume

• Machine-learning model can identify match between text and person

• Personality-based microtargeting “works” 

• Popup warnings do not cancel targeting advantage

• Transparency may not be enough

Latest publication


