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» Accelerating effort to build a quantum computer
» Major investments:

(intel> =- Microsoft OUANTUM

We need to prepare cryptography for the arrival of
quantum computers!

p This talk: Security against quantum attackers
(post-quantum cryptography)
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Ubiquitous in cryptography. Example: digital signatures
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and Gilles Van Assche, building upon RadioGat(n. Keccak's authors have proposed additional uses for the function, not (yet) standardized by NIST,
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Keccak is based on a novel approach called sponge construction.|?! Sponge construction is based on a wide random function or random permutation,
and allows inputting ("absorbing" in sponge terminology) any amount of data, and outputting ("squeezing") any amount of data, while acting as a
pseudorandom function with regard to all previous inputs. This leads to great flexibility.

NIST does not currently plan to withdraw SHA-2 or remove it from the revised Secure Hash Standard. The purpose of SHA-3 is that it can be
directly substituted for SHA-2 in current applications if necessary, and to significantly improve the robustness of NIST's overall hash algorithm
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The creators of the Keccak algorithms and the SHA-3 functions suggest using the faster function KangarooTwelve with adjusted parameters and a
new tree hashing mode without extra overhead for small message sizes.
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ROM techniques:
1.Query transcripts

2.Rewinding
3.Reprogramming

Quantum theory makes things difficult! No-cloning,
Measurement disturbance

QROM:
1. Query-transerpts
2 Rewirding = 3 specialized rewinding techniques that don't

cover all applications

3.Reprogramming: Sure, if you know how without 1. and 2.
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Verifier

Prover

Fiat Shamir (FS) transformation: ¢ = H(x, a)

\@ a, r(x,a, Hx, a)) R
X

non-interactive!!l =>used for efficient digital signatures
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The FS transformation is secure in the QROM (Don, Fehr, M, Schaffner '19):
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Technique

a, r(x,a, Hx, a))

\XA

>

Y
Suppose r was injective = & essentially needs to classically

query H on (x, a).

Measure-and-Reprogram: Pick a random query, measure it and
reprogram with ¢ from the 2-protocol.
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Summary

» The (Q)ROM is extremely usetul for efficient cryptography

» Quantum theory complicates things, much less coherent picture
of QROM security

» Important cases solved, e.g. Fiat Shamir

» General reduction from QROM to ROM would be nice to have!



