
Towards a secure research 
environment

Aad van der Klaauw
ITF

January 2016



Current Status

 Breaking and entering  (and attempts)

 (NFS) Data and (Tape) Backup's in-house

 Personal Data Protection Act 2016









Personal Data Protection Act 2016
Fine 2nd category > € 120.000,- 
or our reputation? 



Trend Analysis 2014

 Verizon 2014, worldwide

 SURFnet 2014, NL

 Evidence



Neglect
How about fines in 2016?



When, how many?, Or ...







Layered Access to … Data

 SSH (through), VPN (in),  webservers (out)

 Private Data, Educational Data, Copyright Data :    
    e-mail,  homepages,  outside (facebook, 
dropbox, google etc.)

 signing, encrypt (PGP, PDF), archiving (PDF/A-
1a)



 Access 

 For research

 As a game

 For criminal profit

 As state afair











E-mail, phishing, encrypting data







 CWI related Cybercrime
source NCSC 2014 

1997: xx
2003: xx,xx
2004: xx,xx
2007: xx,xx,xx
2009: xx
2010: xx,xx,xx
2011: xx,xx
2012: xx
2013: xx,xx,xx
2014: xx,xx,xx,xx,xx,xx



 What (if any) changes? 

 Security model(s): corporate, organic?

 Risc, Containment, Diversity?

 Defend against espionage?



Design Flaw







CWI Research Workspace ? ...
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