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BACKGROUND

• My name is Sape Mullender

• I worked at CWI from 1983 to 1990

• Guido van Rossum was a member of my team

• We worked on the Amoeba Distributed Operating System

• Later: Prof at the University of Twente (1990-1997, part-time thereafter), Director at Bell Laboratories 
(1997-2014), Chief Cook & Bottle Washer at Cisco (2014-now)



All operations are “remote”

Client calls: DoOperation;
Server calls: GetRequest and then PutReply

Names of services and objects are “secret”: 
if you know the name, you can talk to it

AMOEBA

The eighties: 1 µs per instruction 3
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Remote Procedure Call

The eighties: 1 µs per instruction 5





ALTHOUGH AIL WAS BASED ON THE LANGUAGE C …



RPC WAS VERY POPULAR

• So the industry set out to standardize it

• Rather than taking Guido’s excellent design

• The industry came up with a much improved standard: Corba

• It was enthusiastically adopted

• But it wasn’t used much: too complicated



THIS IS CALLED THE SECOND-SYSTEMS EFFECT

• Fred Brooks identified this in The Mythical 
Man Month

• (more than half a century old, but a Must 
Read for every systems designer)

• A first system works so well that the decision 
is made to “improve” it.

• The result is often too bloated and too 
complicated to work

• Or it misses the point completely …



THE NEEDHAM SCHROEDER PROTOCOL

• Five simple messages to let Alice (A) 
and Bob(B) create an aiuthenticated
connection protected by key CK, with 
the help of the Authentication Server 
(AS)

• It had a flaw that wasn’t discovered 
until almost 10 years later

• Alice can check that CK was generated 
moments ago (because message 2 
contains the value Ia that Alice used in 
Message 1)

• But Bob has nothing to verify the 
“freshness” of the key
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THE BAN LOGIC

• When I was on sabbatical at the University of Cambridge in 1987, 
Mike Burrows, Martin Abadí, and Roger Needham were working 
on a Logic of Authentication to check protocols for flaws, the BAN 
Logic

• One of the protocols they analysed was the new standard for 
authenticatiuon, the X.509 Authentication Protocol

• It uses public key and it uses only 3 messages:



X.509

1.A→B:  A, {Ta, Na, B, Xa, {Ya}Kb}Ka⁻¹
2.B→A:  B, {Tb, Nb, A, Na, Xb, {Yb}Ka}Kb⁻¹
3.A→B:  A, {Nb}Ka⁻¹

• A encrypts Ya with B’s public key, then signs the 
message with its secret key
• Same for B



X.509

• But an intruder can remove the signature and replace it by 
its own
• So the authentication protocol does not necessarily 
authenticate
• Moreover, Messages 1 and 2 have identical formats, so, in 

a replay attack, a received message 2 could be sent as a 
fresh message 1 (exercise for the audience how you abuse 
this)



RESPONSE FROM THE X.509 STANDARDIZATION BODY

• After Roger Needham had alerted the committee in a private letter, 
the committee responded …

• “You may be right.  Unfortunately, we are already too far 
into the standardization process to change it”

• This is the second-systems effect in all its glory



GSM → UMTS

• At Bell Labs in Murray Hill, I worked on UMTS, the “improved” 
second system after the very successful GSM

• Industry was very confident: The German government collected 
€49b for the auction of the spectrum; the UK government 
collected ￡22b: more than €600 per German or British citizen

• But UMTS was so complicated that the frequencies remained 
unused for more than a third of the 15-year lease



UMTS

• Peter Bosch and I proposed a design 
that eliminated the Radio Network 
Controller, an extremely expensive 
piece of equipment at the centre of the 
(GSM and) UMTS network, turning the 
base stations into a distributed system 
for managing calls and handovers.

• But the standard didn’t allow it so it 
didn’t happen until the next standard: 
4G – and now 5G too



SECOND SYSTEMS

Almost always bad

• Algol60 → Algol68

• Unix → BSD

• C → C++

• IPv4 → IPv6

• Boeing 737 → Boeing 737-MAX

• ABC → Python



BENEVOLENT DICTATOR FOR LIFE

• Python is now the most popular programming language in 
introductory programming courses

• We have to be very grateful to Guido van Rossum for his vigilance 
in keeping the language elegant and clean

• His Benevolent Dictatorship has done this and it is an important 
contributing factor to today’s celebration



GUIDO VAN ROSSUM STEPPED DOWN AS BDFL

• But, in July 2018, Guido announced that he will be stepping down 
as BDFL

• What is this, Guido?
• You’re not dead yet!



Guido, don’t let Python fall prey to the Second-Systems Effect
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