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AIL - a Class-Oriented RPC Stub Generator for Amoeba

Guido van Rossum

CWI, Center for Mathematics and Computer Science
P.O. Box 4079, 1009 AB Amsterdam, The Netherlands
E-mail: guido@cwi.nl or mcvax!guido

ABSTRACT

AIL ~ an acronym for Amoeba Interface Language — is a class-oriented
RPC stub generator, used with Amoeba’s RPC primitives. Together with
Amoeba’s facilities for manipulating capabilities (bit patterns that are
unforgeable references to objects maintained by servers anywhere on a
network), AIL provides a completely object-oriented view of a distributed
operating system.

Input to AIL consists of class and type definitions and generator
directives; output are several files containing function definitions to be
compiled and linked with clients and servers. Class definitions consist
mainly of function headers (specifying parameter types, etc.). Classes can
inherit multiple other classes. AIL can (in principle) generate stubs for
different programming languages, so clients and servers need not be writ-
ten in the same language.




Classes
The class concept in AIL differs quite a bit from that in C++. A class in AIL can contain
only constant and type definitions and function prototypes; there are no data members.
AlIL classes specify only public information; there are no private definitions as in C++.

Since the client stubs are intended to be called by programs written in C or Pascal
(for example), the class member call notation from C++ cannot be used to call client
stubs generated by AIL. Instead of writing
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object->member function(argumentl, argument2, ...)
the user must write

member function(object, argumentl, argument2,
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Class Inheritance
The power of the class mechanism lies in the possibility to extend existing classes by
creating derived classes. A derived class has all the properties of its base class(es), plus
any properties added by its own definition. In C++, a derived class must be derived from
exactly one base class; in AIL, a class can be derived from multiple base classes. This
property is called multiple inheritance.
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Authentication Revisited

R.M.Needham & M.D. Schroeder

In a paper published in 1978 (Needham & Schroeder) we presented protocols for the use of
encryption for authentication in large networks of computers. Subsequently the protocols were
criticised (Denning and Sacco) on the grounds that compromise of a session key and copying of an
authenticator would enable an enemy to pretend indefinitely to be the originator of a secure
conversation. In the notation of that paper, where A is the initiator and B is the other participant,
A's first communication to B was:

A ->B {CK,A}KB,

CK being the session key and KB being B's private key. If an enemy obtained CK and had copied
the authenticator quoted above, he could always pretend to B that he was A. Denning and Sacco
proposed a solution based on time-stamps, which we had rejected on the grounds that it required a
good-quality time value to be universally available. Other possible solutions depended upon
having state recorded in the authentication server, and more transactions with it.

In 1986 one of us (RMN) gave a lecture at the University of Tromsg which included the 1978
protocol, the criticism of it, and also a general principle about the use of nonce identifiers. This
was that the identifier should always be generated by the party that sought reassurance about the
time integrity of a transaction. In discussion Dr Sape J. Mullender of CWI Amsterdam pointed

out that this should apply to the reassurance of B against the attack outlined. It may be achieved
as follows:

A ->B A
B -> A {AJ}JKB where J is a nonce identifier which will be kept by B

This quantity is passed by A to AS as an additional argument to A's opening call. The
authentication server, knowing KB, decrypts it, checks that the partner name (A) matches the
caller, and creates a slightly enhanced authenticator:

AS -> A {CK,A,J}KB

On receipt of this, when decrypting to find CK, B can also check his nonce identifier and is thus
protected.

Discussion

This proposal takes an extra interaction between A and B but requires no extra interactions with
the authentication server and no accurate distributed clock - something that can only itself be
maintained at the cost of interactions (see for example Lamport and Melliar-Smith). B has to
maintain some extra state, but this is much better than a server doing so. Both A and B are
assured of the freshness of the transaction - A because his interaction with the server is, in the
complete protocol, protected by a nonce identifier, and B because of the use of J. One might
suggest using J itself as the session key; we consider this to be dubious since if B is careless in his
use of J (for example always using the same value) he leaves himself open to deception, whereas if
CK is chosen in a similarly careless way both parties are vulnerable.
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