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ARTICLES 

SECURITY WITHOUT IDENTIFICATION: 
TRANSACTION SYSTEMS TO MAKE 
BIG BROTHER OBSOLETE 

The large-scale automated transaction systems of the near future can be 
designed to protect the privacy and maintain the security of both individuals 
and organizations. 

DAVID CHAUM 

Computerization is robbing individuals of the ability 
to monitor and control the ways information about 
them is used. As organizations in both the private and 
the public sectors routinely exchange such informa- 
tion, individ.uals have no way of knowing if the 
information is inaccurate, obsolete, or otherwise inap- 
propriate. The foundation is being laid for a dossier 
society, in which computers could be used to infer 
individuals’ life-styles, habits, whereabouts, and asso- 
ciations from data collected in ordinary consumer 
transactions. Uncertainty about whether data will re- 
main secure against abuse by those maintaining or 
tapping it can have a “chilling effect,” causing people 
to alter their observable activities. As computerization 
becomes mclre pervasive, the potential for these prob- 
lems will grow dramatically. 

On the other hand, organizations are vulnerable to 
abuses by individuals. Everyone pays inldirectly when 
cash, checks, consumer credit, insurance, and social 
services are misused. The obvious solution for organi- 
zations is to devise more pervasive, efficient, and 
interlinked computerized record-keeping systems, 
perhaps in combination with national identity cards 
or even fingerprints. However, this would exacerbate 
the problem of individuals’ loss of monitoribility and 
control, and would likely be unacceptable to many. 

The new approach presented here offers an effec- 
tive and practical solution to these problems. 

The New Approach and How It Differs 
Three major differences define the new approach. First 
is the way identifying information is used. Currently, 
many Weste.rn countries require citizens to carry docu- 
ments bearing universal identification numbers. Driv- 
er’s licenses are being upgraded to perform a similar 
function in the United States, and international efforts 
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for machine-readable national identity documents are 
gaining momentum. But organizations already use such 
essentially identifying data as name, date, and place of 
birth or name and address to match or link their rec- 
ords on individuals with those maintained by other or.- 
ganizations. 

With the new approach, an individual uses a differ- 
ent account number or “digital pseudonym” with each 
organization. Individuals will create all such pseudo- 
nyms by a special random process. Information further 
identifying the individual is not used. A purchase at a 
shop, for example, might be made under a one-time-use 
pseudonym; for a series of transactions comprising an 
ongoing relationship, such as a bank account, a single 
pseudonym could be used repeatedly. Although the 
pseudonyms cannot be linked, organizations will be 
able to ensure that the pseudonyms are not used im- 
properly by such measures as limiting individuals to 
one pseudonym per organization and ensuring that in- 
dividuals are held accountable for abuses created under 
any of their pseudonyms. Individuals will be able to 
authenticate ownership of their pseudonyms and use 
them while ensuring that they are not improperly used 
by others. 

A second difference is in who provides the mecha- 
nisms used to conduct transactions. Today, individuals 
hold a variety of “tokens” issued them by organizations, 
such as paper documents and plastic cards with mag- 
netic or optical stripes or even embedded microcompu- 
ters. These tokens are usually owned by the issuing 
organization and contain information inscrutable to and 
unmodifiable by the individual holding them. Increas- 
ingly, individuals are being asked to perform transac- 
tions directly using computer-controlled equipment, 
such as automatic teller and point-of-sale terminals. 
Such equipment and chip cards are tamper resistant 
and contain secret numeric keys to allow secure com- 
munication with central computer facilities. Individua1.s 
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ticate them as having been sent by the owner of a 
particular pseudonym. The concepts of untraceability 
and pseudonymous authentication, presented sepa- 
rately in the following, are intertwined in the payment 

and credential transaction systems to be presented. 

Unconditional Untraceability 

The probl’em is solved at the table in the following 

The problem of preventing messages from being traced 

simple way: Your friends flip a coin behind a menu so 

to the sender is now considered. The essential concept 
of the solution can be illustrated by a hypothetical situ- 

that they ca:n see the outcome, but you cannot. It is 

ation. Suppose you were invited to dine at a restaurant 
by two of your friends. After dinner, the waiter comes 

to your table and mentions that one of the three of you 
has already paid for the dinner-but he does not say 
which one. If you paid, your friends want to know 
since they invited you, but if one of them paid, they do 
not want you to be able to learn whic:h of the two of 
them has paid. 

agreed that each of them will say aloud which side the 
coin falls on, but that if one of them paid that one 
should say the opposite side. The uninteresting case is 

when they both say heads or both say tails: Then 
everyone knows you paid. If one of them says heads 
and the other says tails, however, then you know that 

one of the two of them paid-but you have absolutely 
no information as to which one. You do know that the 

one you heard say tails paid if the coin was heads, ant1 
that the other one paid if the coin was tails. But since 
each outcome of the coin toss is equally likely, you 
learn nothing from their utterances about which of the 
two of them has paid. 

Converting this two-sender single-recipient system to 
a more general system requires several extensions (pre- 
sented and fully detailed in [2]). Increasing the number 

The system described allows the friend who paid to 
send you an unconditionally untraceable message; even 

though you know who says what, you cannot trace the 
“I paid” message, no matter how clever or time con- 
suming your analysis. 

\ A notmes 845:&7 * I ‘\ 
- I I 

7 I organization 

rtifies 845:- 

q ) organtation 1 J 

I 

Universally identifying numbers or other equivalent identifying 

information is presented by the individual cardholder to each 

organization-in the current approach. Unrelated generic ex- 

amples are shown of three kinds of transactions: communi- 

cation, in which the individual sends an authonzing message 

and receives a notifying message; payment, in which the 

individual pays an organization or receives a payment; and 

credential, in which a certification that an individual has some 

credential is transferred from an organization 6 to an organi- 

zation C. The identifying information-845-allows all trans- 

action records to be linked and collected together into a 
dossier on the individual. 
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Different numbers or digital pseudonyms are used with each 
organization by a personal card computer held and trusted 
only by the individual-under the new approach. The creden- 
tial transfer is no longer just between organizations: It must 
now go through the card where the pseudonym-451 - 
used with the issuing organization B is transformed to the 

of potential senders beyond two can prevent even coop- 
erating subsets of potential senders from tracing trans- 
missions to particular senders. Just as many other peo- 
ple may overhear the statements made at the table; 
actual systems would, in effect, broadcast each trans- 
mission to all participants, preventing anyone from 
knowing who receives which message. Because real 
messages are digitally coded, further coding (detailed 
later) can prevent all but the intended recipient from 
decoding confidential messages. 

Digital Signatures 
Now consider the problem of preventing senders of 
messages from later disavowing their messages. The so- 
lution is based on the concept of digital signatures, first 
proposed by Diffie and Hellman [5]. To see how this 
concept works, consider an old-fashioned codebook di- 
vided into two halves, like an English-French and 
French-English dictionary, except that only English 
words are used. Thus, if you look up an English word 
in the front half of the codebook, you find the corre- 

pseudonym-314-used with the receiving organization C. 
Systems using this approach can provide organizations with 
improved protection against abuses by individuals, and also 
allow individuals to ensure that pseudonyms cannot be 
traced across the dashed boundary lines, thereby preventing 
dossier compilation. 

sponding (but usually semantically unrelated) English 
code word: if you then look this code word up in the 
back half, you find your original English word. Code- 
books are constructed by pairing off words at random: 
In the front half of the book, the pairs are ordered 
by their first words, and in the back half by their 
second words. 

If you construct such a codebook, you can use it in 
your communication with an organization. You keep 
the front half as your private key, and you give the back 
half to the organization as your digital pseudonym with 
that organization. Before sending a message to the or- 
ganization, you encode the message by translating each 
word into code using your private key; this encoded 
message is called a digital signature. When the organi- 
zation receives the digital signature from you, it trans- 
lates it back to the original English message using your 
digital pseudonym. 

The immensely useful property of digital signatures 
is their resistance to “forgery.” No one-not even the 
organization that has your digital pseudonym-can eas- 
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Protocols are given for allowing a “prover” to convince a “verifier” that the prover knows 
some verifiable secret information, without allowing the verifier to learn anything about the 
secret. The secret can be probabilistically or deterministically verifiable, and only one of the 
prover or the verifier need have constrained resources. This paper unifies and extends models 
and techniques previously put forward by the authors, and compares some independent 
related work. c 1988 Academic Press, Inc. 

1. INTRODUCTION 

Assume Peggy (“the prover”) knows some information. For instance, this could 
be the proof of a theorem or the prime factorization of a large integer. Assume 
further that Peggy’s information is veriJiable, in the sense that there exists an 
efficient procedure capable of certifying its validity. In order to convince Vie (“the 
verifier”) of this fact, Peggy could simply reveal the information to him so that he 
could perform the certifying procedure himself. This would be a maximum disclosure 
proof, since it results in Vie learning all the information. He could therefore later 
show it to someone else and even claim it to have been his originally. 
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IBM's new 53-qubit quantum
computer is its biggest yet
The system will go online in October.

Stephen Shankland September 18, 2019 5:00 AM PDT 9

A close-up view of the IBM Q quantum computer. The processor is in the silver-
colored cylinder.
Stephen Shankland/CNET

IBM's 14th quantum computer is its most powerful so far, a model

with 53 of the qubits that form the fundamental data-processing

element at the heart of the system. The system, available online

to quantum computing customers in October, is a big step up

from the last IBM Q machine with 20 qubits and should help

advance the marriage of classical computers with the crazy realm

of quantum physics.

Quantum computing remains a highly experimental field, limited

by the difficult physics of the ultra-small and by the need to keep

the machines refrigerated to within a hair's breadth of absolute

zero to keep outside disturbances from ruining any calculations.

But if engineers and scientists can continue the progress,
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developed fast, high-fidelity gates that can be executed simultaneously
across a two-dimensional qubit array. We calibrated and benchmarked 
the processor at both the component and system level using a powerful
new tool: cross-entropy benchmarking11. Finally, we used component-
level fidelities to accurately predict the performance of the whole sys-
tem, further showing that quantum information behaves as expected 
when scaling to large systems.

A suitable computational task
To demonstrate quantum supremacy, we compare our quantum proces-
sor against state-of-the-art classical computers in the task of sampling 
the output of a pseudo-random quantum circuit11,13,14. Random circuits 
are a suitable choice for benchmarking because they do not possess 
structure and therefore allow for limited guarantees of computational 
hardness10–12. We design the circuits to entangle a set of quantum bits 
(qubits) by repeated application of single-qubit and two-qubit logi-
cal operations. Sampling the quantum circuit’s output produces a set 
of bitstrings, for example {0000101, 1011100, …}. Owing to quantum 
interference, the probability distribution of the bitstrings resembles 
a speckled intensity pattern produced by light interference in laser 
scatter, such that some bitstrings are much more likely to occur than 
others. Classically computing this probability distribution becomes 
exponentially more difficult as the number of qubits (width) and number 
of gate cycles (depth) grow.

We verify that the quantum processor is working properly using a 
method called cross-entropy benchmarking11,12,14, which compares how 
often each bitstring is observed experimentally with its corresponding
ideal probability computed via simulation on a classical computer. For 
a given circuit, we collect the measured bitstrings {xi} and compute the 
linear cross-entropy benchmarking fidelity11,13,14 (see also Supplementary 
Information), which is the mean of the simulated probabilities of the 
bitstrings we measured:

F P x= 2 ! ( )" − 1 (1)n
i iXEB

where n is the number of qubits, P(xi) is the probability of bitstring xi 
computed for the ideal quantum circuit, and the average is over the 
observed bitstrings. Intuitively, FXEB is correlated with how often we
sample high-probability bitstrings. When there are no errors in the 
quantum circuit, the distribution of probabilities is exponential (see
Supplementary Information), and sampling from this distribution will 
produce F = 1XEB . On the other hand, sampling from the uniform
distribution will give !P(xi)"i = 1/2n and produce F = 0XEB . Values of FXEB
between 0 and 1 correspond to the probability that no error has occurred
while running the circuit. The probabilities P(xi) must be obtained from 
classically simulating the quantum circuit, and thus computing FXEB is 
intractable in the regime of quantum supremacy. However, with certain 
circuit simplifications, we can obtain quantitative fidelity estimates of 
a fully operating processor running wide and deep quantum circuits.

Our goal is to achieve a high enough FXEB for a circuit with sufficient 
width and depth such that the classical computing cost is prohibitively 
large. This is a difficult task because our logic gates are imperfect and 
the quantum states we intend to create are sensitive to errors. A single 
bit or phase flip over the course of the algorithm will completely shuffle
the speckle pattern and result in close to zero fidelity11 (see also Sup-
plementary Information). Therefore, in order to claim quantum suprem-
acy we need a quantum processor that executes the program with
sufficiently low error rates.

Building a high-fidelity processor
We designed a quantum processor named ‘Sycamore’ which consists 
of a two-dimensional array of 54 transmon qubits, where each qubit is 
tunably coupled to four nearest neighbours, in a rectangular lattice. The

connectivity was chosen to be forward-compatible with error correc-
tion using the surface code26. A key systems engineering advance of this
device is achieving high-fidelity single- and two-qubit operations, not 
just in isolation but also while performing a realistic computation with 
simultaneous gate operations on many qubits. We discuss the highlights 
below; see also the Supplementary Information.

In a superconducting circuit, conduction electrons condense into a 
macroscopic quantum state, such that currents and voltages behave 
quantum mechanically2,30. Our processor uses transmon qubits6, which
can be thought of as nonlinear superconducting resonators at 5–7 GHz.
The qubit is encoded as the two lowest quantum eigenstates of the 
resonant circuit. Each transmon has two controls: a microwave drive
to excite the qubit, and a magnetic flux control to tune the frequency. 
Each qubit is connected to a linear resonator used to read out the qubit 
state5. As shown in Fig. 1, each qubit is also connected to its neighbouring 
qubits using a new adjustable coupler31,32. Our coupler design allows us 
to quickly tune the qubit–qubit coupling from completely off to 40 MHz. 
One qubit did not function properly, so the device uses 53 qubits and
86 couplers.

The processor is fabricated using aluminium for metallization and 
Josephson junctions, and indium for bump-bonds between two silicon 
wafers. The chip is wire-bonded to a superconducting circuit board
and cooled to below 20 mK in a dilution refrigerator to reduce ambient 
thermal energy to well below the qubit energy. The processor is con-
nected through filters and attenuators to room-temperature electronics, 

Qubit Adjustable coupler

a

10 mm

Fig. 1 | The Sycamore processor. a, Layout of processor, showing a rectangular 
array of 54 qubits (grey), each connected to its four nearest neighbours with 
couplers (blue). The inoperable qubit is outlined. b, Photograph of the  
Sycamore chip.
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UNPROVED security in the computational model

In a classical world, RSA and Diffie-Hellman 
seem to be secure, but we can’t prove it.

It seems that Quantum Mechanics 
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*

PROVABLE security in the black box model

When the legitimate parties work in time ~N ...

In a classical world, the eavesdropper must 
work in time ~N  to learn their key.2

It seems that Quantum Mechanics 
is again a curse for codemakers!
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