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The Year 1984

* David Chaum, “A New Paradigm for Individuals
in the Information Age” IEEE S&P Oakland

“As the use of computers becomes
more pervasive, they are bound to
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* David Chaum, “A New Paradigm for Individuals
in the Information Age” IEEE S&P Oakland

“In a new paradigm, instead of identifying
information, individuals ... [use] pseudonyms...

David Chaun

Computer Science Department, University of California, Santa Barbara, CA 93106
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Communication: [onion routing, Chaum81] B e SETHRRHRIEE

en an

to each organization with which they have  will each be illustrated by an example

a relationahip. 1In'a new paradig, indi-  scenario.

Viduals provide different *pasudonyms o

alternate names to each organization. A  Curreat paradigm

critical adventage of systems based on The curcent paradign is character-
h_peeudonyms Iz that the iz . ot the indivic

associated with each pseudonym cap be  dua) during every Eramsaction. In. an

insufficient to allow data on an indivi- example scenario based on the logical

dual to be linked and collected fogather,  Sxeabie, SCopacio ‘based on the iogical

and thus they can prevent the formation H

of dossier society reminiscent
Orwell's *1984"

of ized com
. . an organization receiving payment from
A systen is proposed in which an  the individval card holder. In a similac
. ) individual's pseudonyms are created and  way, the card might provide the name and
stored in a a

Computer held and trusted  mailing address of its holder to
1y by the ‘individual. New ciypto-  Organization with a need to send messages
Grabhic’ techniquea aliow an organizition  to  the  individual,  routinely . (6.9.
%o securely exchange messages of paynents  monthly statements) or only under excep-
with an | individual known  under &  tional circumstances (e.g. manufactvrers
Preudonyu—vithout the communication or  recall or request for return of rented or
bayments systems providers being able to  borrowed things). organization may
ice mesgages of payments. er new  require credentials (e.g. credit, profes.
techniques  allow & digitally  signed  sional lio citizenship, good tenant,
credential to be transforned by the indi- ucation, past employnent) of
Vidual, from the individual's pseudonym  individual for establisning or maintain

he ion, or' past ent) of the

. . . . i rom the indiy i shing a:
. with the issuing organization, to the  ing a relationghip with the individual.
individual's pseudonyn with a recipient  When credentials are required by an
. grganization. - Crecentisls =ocan' be  crganizatien, the card would provide
of a teati 3

transtormed only between pseudonyms

single individual, and an individual can  that organization which would allow the
obtain at most one pseudonym with a par-  credentials to be checked Vith  other
. . ticular organization, but evem a Con-  organizations. Notice that in this para-
spiracy of all oraanizations can gain mo  dign igentification ls reauived presu
fnfornation from the pseudonyms about  ably to. allow detection and  remedies
e ses thelr correspondence. fThe combination of  against abuses and frauds perpetrated by
these systems can prevent abuses by indi-  individuals, such as default of payment,
viduale, while averting the potential for  situations Fequiring legal motice, or the
a dossier society. use of false credentia
. . . o . . Theae identifying nunbers,
Jatgoduction addcesses, and references allow the vari-
As the use of computers becomes more  ous records and transaction details
pervasive, they are bound to have stb-  relating to a particular indlvidval to be
Stantial influence on our relationships  linked and collected together into a
with organizations. Carrency and paper oseier™ or comprehensive file on the
checks as a vay to pay for goods and ser-  individval. While limited dossters can
vices will largely be replaced by elec- and are assembled today, the amount

pseudonym; ... can transform a digitally signed ERIEREEIE RRENEGE
credential received from an organization in a ———

way that preserves the digital signature but
changes the pseudonym within the credentia

I”



The Year 1984

David Chaum, “A New Paradigm for Individuals
in the Information Age” IEEE S&P Oakland

‘Individual protected from organizations”
Individual controls who knows what, even if the
rest of the world conspires against her

‘Organizations/society protected from
individual” Only authorized individuals gain
access to resources/individuals cannot lie about
their authorization status and other identity
attributes; misbehaving individuals can be held
accountable

A New Paradign for Individuals in the Information Age

David Chaun

Computer Science Department, University of California, Santa Barbara, CA 93106
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* No contradiction between privacy and
authorized access/accountability —
cryptography is key to achieving both at the

same time!



Specific Questions

* How can you make sure a user is authorized if
this user is anonymous?
— Use anonymous credentials [Chaum85]

 What if an anonymous authorized user does
something that’s not allowed?

— Use conditional anonymity (anonymous ecash
[CFN88], etokens [CHLO5,CHKLMOG6]): identifying
misbehaving users under well-defined conditions

 What if there is an emergency?

— Use revocable anonymity (group signatures
[CvH91] and variants)



James Bond Reads the News

Today’s news?

|
Who are you? Do you have a
subscription?
|

| can tell you, but then I'll
have to kill you...




James Bond Reads the News

Today’s news?

Show me your subscription.

Subscription # is still personally identifiable information, because it

allows projo.com to link all of James Bond’s transactions together:
- projo.com learns his zip code when he looks up the weather
- learns his date of birth when he reads his horoscope
- learns his gender when he browses the personal ads

85% of US population is uniquely identifiable this way! [Sweeney]



Anonymous Credentials

Today’s news?

|
Prove that you are authorized.

Here is a zero-knowledge proof

Zero-knowledge proof: a proof that a statement is true that does not
contain any information as to why.



Anonymous Credentials

Today’s news?

Prove that you have a subscription,
a Ph.D. and a security cleqance.

Here is a zero-knowledge proof




Anonymous Credentials

Today’s news?

|
Prove that you are authorized.

Here is a zero-knowledge proof

[Chaum84,85,...,LRSW99,CL01,L02,CLO4,...,BCCKLSO0S,...,BL13,...,CL19]



How Does It Work?

Building blocks: digital signatures, protocols, ZK proofs

SETUP: Signature key pair for CA (pk,sk).

SUBSCRIBE:

Bond’s SK x }:> 2pC
k
g < ~Blind sig {

G =Gy(X) [Chaum82]

LOGIN:

Zero-knowledge proof of knowledge of (x,0) such that

VerifySig(pk,x, o) = TRUE




Is It Practical?

 Yes!

— IBM’s Idemix [based on CLO1]: works just as | described
— TCG’s Direct Anonymous Attestation [based on CLO1,BCC04]

— Microsoft’s uProve [based on Brands99]: slightly different (need a
new o for each login), still very practical

— Gradient [based on CL19]: hardware root of trust with
anonymous attestation

o, ZKPoK of x such that VerifySig(pk,x, o) = TRUE >




Anonymous Credentials

Today’s news? >
|
Prove that you are authorized.
|

Here is a zero-knowledge proo>

But how can we hold the user
accountable if something goes wrong?




Digression: What is identity in
this context?
(Never mind privacy!)
How can projo.com know it is
talking to James Bond?



Your ldentity Online

* When you are online, what makes you you?

| think,
therefore |
am

René Descartes



Your ldentity Online

* When you are online, what makes you you?

| log in,
therefore |

S am

Disclaimer: provided no one else can log in as me

Anna Lysyanskaya

Conclusion: my password is what makes me me



Your ldentity Online

* In general:
— online, you only have your data to represent you

— what makes you your online you is a secret that only you or
your machine can know

Your SECRET KEY is YOU.




ldentity and Accountability

 What are the implications for accountability?

— Bad news:

* |dentity theft -- someone steals your identity and now you
can be held accountable for actions you didn’t take.

* |dentity fraud -- you willingly share your identity with your
friends, so they can use your credentials and benefits. Hard, but
sometimes possible to prevent.

— Misconception: if all transactions are private, you can’t
detect and prevent identity fraud. And how do you even
know that your identity was stolen?



ldentity Fraud/Theft

Today’s news?

Who are you? Do you have a
subscription?

It’s Bond. James Bond.

Even in this type of login/identification, identity theft/fraud is possible!

Question is: what do providers want to do about it, and how to do it in a
privacy-preserving manner.



Conditional Anonymity

Today’s news?

Prove that you are authorized.

Here is a zero-knowledge proof,
there are only five such proofs
for today, and if | use one of
them twice, you can add them
together and learn my name

[CFNSS,...,CHLO5,CHKLMO06]



How Do Single-Use Credentials Work? [ChaumFiatNaor]

Toofs of knowledge

* Recall: digital si
5 (Suppose a cred is spent twice.

A (the credential serial number)
T =x+RB mod Q. (double-spending equation)

Store

ZKPOK of (x,B,5) such that
(A,R,T,proof)

1. T=x+RB
2. VerifySig(pk,(x,A,B), ) = TRUE




How Do Limited-Use Credentials Work? [CHLO5,CHKLMO6]

-

* SUBSCRIBEtor
4 sup

P

A=F(i,j) (the cred serial number)
T =x+RF.(i,j) mod Q (double-spending eq)

Store
ZKPOK of (x,s,t,N,c) such that (A,R,T,proof)
1.1<i<N
2. A=F(ij)

3. T = x+RF(i,j)
4. VerifySig(pk,(x,s,t,N), o) = TRUE




But what if something goes very, very
wrong, and a thorough investigation is
warranted?



Revocable Anonymity [CvH91]

Today’s news?

Prove that you are authorized. If we
are subpoenaed, a judge and an FBI
officer will need to know your identity

Here is a zero-knowledge proof, and an
escrow of my identity that a judge and
and FBI officer can decrypt together




How Does Revocable Anonymity Work?

Building blocks: digital signatures, protocols, ZK proofs, secure encryption

SETUP: Signature key pair for CA (pk,sk).

SUBSCRIBE:

Bond’s SK x }:>
R

G =0,(x,Bond)

LOGIN:

C= Enc:FBI+Judge(Bond)

ZK proof of knowledge of (x,id,c) such that
VerifySig(pk,(x,id),c) = TRUE
and C encrypts id




Summary

* No contradiction between anonymity and accountability!
Chaum’84 research agenda becoming reality:
— general architecture [LRSW99,199,L02,BCL...]

— specific signature schemes and protocols suited for anonymous
credentials [CLO2,CL04,BCKLOS,BL13,CL19]

— conditional anonymity [CFN88,CHLO5,CHKLMO06,BCKL09,...]
— delegatable anonymous credentials [BCCKLSO09,...,CL20]

* Policy and tech communities beginning to catch on
— Gov’t: European Commission, NSTIC
— Tech giants: TCG, IBM, Microsoft, Google, Apple

* Good vs. evil: cryptography saves the day!



