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Our initial context:
Is “reflection” going to be a
problem
If we want to harvest some
(domain) knowledge
from Java source code?

1-35

[MC Escher]
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public static void testExample() {
String x = "foo";
Object staticResult = x.concat(x);
Object dynResult = example("java.lang.String","concat", "foo"
, Collections.singletonMap("example", x), "example

assert staticResult.equals(dynResult);
+

public static Object example(String c¢ln, String mn, Object init, Map<String,0Obje

try {
Class<?> cl = Class.forName(cln);

Object i = cl.getConstructor(init.getClass()).newInstance(init);
Method m = cl.getMethod(mn, map.get(key).getClass());

return m.invoke(i, map.get(key));

} catch (InstantiationException | IllegalAccessException | ClassNotFoundExce
| NoSuchMethodException | SecurityException | IllegalArgumentExcepti
| InvocationTargetException e) {

return null;

Useful! Complicated!

[The Muppet Show]
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| know no

general solution

exists in
theory!

F S

You are both
biased
we could use
empirical
evidence...

But!! | can design
tools which work
on these categories

[2] B. Livshits ef al., “In defense of soundiness: a manifesto.” Communica-
tions of ACM, vol. 58, no. 2, pp. 4446, 2015.

Soundg

Research Question: What are limits of state-of-the-art static
analysis tools when confronted with the Reflection API and

how do these limits relate to real Java code?

[Raphael, School of Athens]



Actionable results

- Researchers: high impact suggestions
e Practisioners: adapt code for robustness on

validity
Empirical evidence threats

- Complex reflection is everywhere in Java
* 462 Java projects in a representative and clean corpus
- 78% of Java projects have hard reflective code

- Known limitations have significant impact (4% - 54%)

Answers to research questions

1.What is Java reflection?
2.How often is Java reflection used, and how?
3.What do static analysis tools do to resolve reflection?
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Q1: What is Java reflection?

public static void testExample() {
String x = "foo";
Object staticResult = x.concat(x);
Object dynResult = example("java.lang.String","concat", "foo"
, Collections.singletonMap("example", x), '

assert staticResult.equals(dynResult);

}

public static Object example(String cln, String mn, Object init, Map<Str:
try { LC

Class<?> cl = (Class. fi

a(cln);

Object i = cl.getCon§1T4htor(init.g§LNH!SS()).newI| C |ice(init);

Method m = cl.ge :TM: od(mn, map.get(key).ge§LWHss()):

return m.i | I | (i, map.get(key));

} catch (InstawezecionException | IllegalAccessException | ClassNotFc
| NoSuchMethodException | SecurityException | IllegalArgumens
| InvocationTargetException e) {

return null; — :

} “Hal’d” “Easy”
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<MetaObject> ::= <Class> | <Method> | <Constructor> | <Field>

<MetalObject>.get*Typex()
Proxy.getProxyClass(<Classs>)

sﬁpolean> sim
:SG: <Class>.isAssignableFrom(<Class>)

) <0Object> ::=
<Member> ::= <Method> | <Constructor> | <Field> <Constructor>.newInstance(<Objects>)
Classloaders :in | <Class>.newInstance()
TM: <class>”_etC1assLoader() | Array.newinstances(<Class>, <ints>)
iy 9 [:] | Proxy.newProxyInstance(<ClassLoader>, <Class*>, <Object>)
;}ﬂf | ClasslLoader.getSystemClassLoader() [:] | <Method>.invoke(<Object>, <Objectss)
LM: | new ClassLoader(<ClassLoader>) [:] | <Field> éet (<Objects) '
o _aets
..... | <ClassLoader>.getParent() | Array.getx(<Objects, <int>)
Clases :in DC | <Class>.cast(<Object>)
rd 'é{ Corn - AN | <Method>.getDefaultValue()
ass.forName(<String>) ™ | <Class>.getEnumConstants()
LC] | Class.forName(<String>, <Boolean>, <(ClasslLoader>) tij | Proxy.getInvocationHandler(<Object>)
LC i o :
;: : :ﬁla:iL::cal:;b.loadC1ass(<Str1ng>) AN | <MetaObject>.getAnnotation(<Class+>)
§tﬁ§ <0z? ;> tClass () AN | <MetaObject>.get+*Annotations()
L | ject>.gettlass S | <Class>.getSigners()
:TM: | <Class>.getxInterfaces() .
TM: <Class>.asSubclass (<Class> s
e | . ( ) <ProtectionDomain> ::=:5 <Class>.getProtectionDomain()
T | <MetalObject>.get+Class{es}?()
M |
l

-SG: | <Class>.isInstance(<Class>)
<Method> ::= S6 | Proxy.isProxyClass(<Class>)
ey .96 . X < >
TM: <Class>.get{Declared}?Methods() S y , y' )
RO _ -SG: | <MetaObject>.is*(<Class>) // other signature checks
:TM: | <Class>.get{Declared}?Method(<String>, <Class+*>) S , ,
R , -SG: | <MetaObject>.equals(<Object>)
T | <Class>.getEnclosingMethod() S , ,
-5G: | <MetaObject> == <MetaObject>
:SG: | <MetaObject> != <MetaObject>
<Constructor> ::= T . .
e :SG: | <Member>.isAccessible(<Class>)
‘M <Class>.get{Declared}?Constructors() saest , ,
e AS | <Class>.desiredAssertionStatus()
‘TM: | <Class>.get{Declared}?Constructor(<Class=>) oy , , ,
St , AN | <MetaObject>.isAnnotationPresent(<Class>)
‘TM: | <Class>.getEnclosingConstructor()
<String> ::=
<Field> ::= ST ’ <MetaObject>.get+Name()
:TM: <Class>.get{Declared}?Fields() g % 9 _
R , _ :ST: | <MetaObject>.to+*String()
:TM: | <Class>.get{Declared}?Field(<String>) il _
ST | <Class>.getPackage() // returns a wrapper for strings
<Void> ::= <int> ::= 56 <MetaObject>.getModifiers() £ 7
] <Field>.set*(<Object>, <Object>) o ) e Hard
| Array.set=(<Object>, <int>, <Object>)
) <Resource> ::= <URL> | <InputStream> griereataatansarearannannes .
(] | <Member>.setAccessible(<Boolean>) e | <Class>.getResourcex(<Strings) : :
RO RS . * :
AS: | <ClassLoader>.{set}?{clear}?=AssertionStatus(<Boolean=>) RS I <ClassLogder> et=Resource ?<Strin ) : “Easy”
EASé | <ClassLoader>.set*AssertionStatus(<String>, <Boolean>) o 9 g :



<Class> ::=

LC Class. forName(<String>)

LC | Class.forName(<String>, <Boolean>, <(ClasslLoader>)

LC | <ClassLoader>.loadClass(<String>)

LM: | «Tune> rlacs -

----------------------------
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Q2: How often is reflection used?

Corpus of 461 (out of 3000) OSS Java projects:

Maximize representativeness [55]
Clean [clone detection]
Parse & resolve [Rascal, Eclipse JDT]

Categorize [see Q1]

Projects
N W
S O

=

10" 102 10 10% 10° 10° 107 10" 102 10° 10% 10°
(a) SLOC (b) Methods

[55] M. Nagappan, T. Zimmermann, and C. Bird, “Diversity in software
engineering research,” in ESEC/FSE. ACM, 2013, pp. 466-476.
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Lookup Class

Lookup Meta Object 1
Traverse Meta Object :

Construct Object

Proxy

Access Object
Manipulate Object
Manipulate Meta Object
Invoke Method

Array

Cast

Signature :SG:
Assertions :
Annotations :

String representation
Resource :

Security :

-------

MM

of projects
using
reflection

2001
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Q3: What do analysis tools do?

® Extended structured literature review
®* 4K pdf’s
® Semi-automatic full text analysis

® Filtering from 4k via 514, to 50 to 33 pdf’s
ey

®* Annotating

® Categorizing
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Table 111

&N

STATIC ANALYSIS APPROACHIS BOR HANDLING REUPLECTION. FOR QBIRCT AND CONTIXT SENSTTINVITY WIC REPORT FHE SENSITIVITY DEPTIL FOR 100 STRINGS CoLuMN: L/
N ANALYRIR, -/ ONLY LITERAILSR, Q LITERALR AND CONCATENATIONSR, AND . FUITLI. FL.LERGED (.l?\' A) STRING OPERATIONS. FOR THE REMAINING PROPERTIES WE USE
FLLED CIRCLES TO SUMMARIZE TIE COVERAGE OF A PROPERTY: . FOR NONE, 6 T'OR PARTIAL, AND . FOR FULL. THE TADLE [S SORTED ON THE “"BUILD USING™ AND

“YEAR" COLUMNS.

) Sensitivity™! loter- Fixed- ) Meta-
Paper Yecar  'Tool Related  Kind Goal - proce- .+ Suings  Casts Objects Dependency
flow'® field object context dugal PO
[1] 2005  bddbddh Static & Call 2 T o0 0 o e - &k @  Daalog &
Annotations  Graph® hddbddh
4] 2009 Door 1], [5]  Static Points to " ® o 12 ® @ ™ O O Dawlog
6] 2013 Datalaude [1] Static Points to O S 0 w0 e o O ® Maude &
Joeq
7] 2014  Eir 4] Static Points to " ® » 12 & e = ® O Door
[8] 2015  SoLax 17] Static & Points o o @ 1,2 ® e = ® 09 poor & Eu
Annotations
[9]  2N5 14| Static Points to o = 1 ® o ™ O ® Datalog
[10] 2015 Door [4] Static Points Lo " ® o 12 @ @ &Y 09 @% paang
[11] 2003 JsA Static Call Graph @™ @ 0o 0 e @ O O Soot
112] 2007 1] Static & Class ot @%) ¢ ® O O¥ O O Soot&sa
Dynamic Loading
113] 2009 112 Static & Class o" @%y ® O @Y O M™m g & sA
Dynamic Loading i i i
[14] 2013  Avikkois Static & Madeling oo 0 J L (® O O SooL&
Dynamic APl TamiFlex
[15] 2007  ACE Static & Call Graph 0 O 1 1 ® SN ko
Dynamic ) ) )
[16] 2011  Stowaway Static Name ® o w0 s o 0 g e
[17] 2012 ScasDaL Static Taint ® O o 1 @ ™ O (a
18] 2013 116 Static Name oL o M @Y O O SR
[19] 2014 Static CFG ® T 0 n o _ L) @ -
120] 2014  FUSE Static Points to "y o 0 ® - O ki
21 2015 WALA Static Multiple " ® o» 0 @ @ B e =
[22] 2015  part of [23] Static & Tmplicit crFa @ 0 n o O - ) ® Checker
SPARTA Annotations Framework
[24] 2015  EdgeMiner Static Tmplicit cvc = 2 0 0 ®@ - O O O @ &
4) Including points-to analysis. candidates (subclasses / ficlds / tracking of objects of tvpe Object. k) Only for newlnstance.
b) After SSA transform. methods). ) Backwards slicing. v) None of the papers are path
¢) Only for Class. farflare. f) Only string ficlds. i) With heuristies. aensitive.
d) Lazy £) JSA extended with cnvironment j) Only for basc (JRE/Android) z) The reported How sensitvity was
¢) Only if it points to 4 small set of  information, madeling field, and framework. always intra-procedural.
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Table 1I

FOR OBJECT AND CONTEXT SENSITIVITY WE REPORT THE SENSITIVITY DEPTH. FOR THE STRINGS C
ATENATIONS, AND @ ruLL FLEDGED (JSA) STRING OPERATIONS. FOR THE REMAINING PROPERTIE
rtY: O FOR NONE, ® ror PARTIAL, AND @ ror FULL. THE TABLE IS SORTED ON THE “BUILD U
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Q4: What are the limitations?
and Q5: how do these relate to real code?

®* Collect and categorize analysis papers self-reported:

Optimistic ‘soundy’ assumptions about code

Known limitations of the algorithms

®* What is their damage in the corpus?

®* Method:

Recognize and count counter examples

Applying AST patterns to the entire corpus

Rascal metaprogramming language

[63] D. Landman, “cwi-swat/static-analysis-reflection,” https://doi.org/10.5281/
W zen0do.163326, Oct. 2016.
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Table VII
IMPACT OF LIMITATION PATTERNS (TABLE VI) IN THE CORPUS.

Pattern Impact Precision  Code intent

CorrectCasts Supplying a fallback or looping

through candidates and swallowing
the exception

gnonng- 34 allimg back Lo 4 less specihc Melz

Exceptions] Object, or switching to a different
ClasslLoader

Ignoring- 3R% 9/10  Tterating through candidates and

Exceptions2 cither breaking when onc docs not

throw an cxception, or continuing

| [1C Al

Inaccurate- act  Iterating through a signature of an
Indexed- meta object
Collections

AndMaps in a table, mapping to objeccts,
caching around Reflection API

NoMultiple- 54 cxact Looking through candidates, per-

MetaObjects forming mass updates of fields,
checking signatures

Ignoring- 2% 10/10  Only 9 instances found, they were

Environment all dependency injection

Undecidable- 48% 8/10  Trying different names of meta

Filtering objects, filtering method and ficlds
based on signaturc

NoProxy 21% cxact  Wrapping objccts for caching or

transactions, automatically convert-
ing between comparable interfaces




1

2.

3.Make soundy assumptions about dynamic proxies: the “oblivious wrapper proxy”
4.Model common “goto patterns” with exceptions around reflection
5
6

E—

e

S— —

H Advice for software engineers; make your code more robust now

Do not factor reflection into type polymorphic methods MACGYVER IT

1
2.
3.
4.

5.Test for preconditions instead of waiting for exceptions

e — e — e — e — e — J

Lf:-f‘ - e —— E—
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Challenges for Static Analysis of Java Reflection —
Literature Review and Empirical Study
(@davylandman (@aserebrenik (@jurgenvinju

Please use these artefacts for yourselves, or contact us for discussion about:
= the new soundy assumptions are a prioritized work list (*)
= the corpus is a way to validate relevance for new ideas in static analysis [3]
= tell us why we were wrong (replicate it) [63]

[63] D. Landman, “cwi-swat/static-analysis-reflection,” https://doi.org/10.5281/
2en0do.163326, Oct. 2016.

[3] D. Landman, “A corpus of java projects representing the 2012 ohloh
universe,” https://doi.org/10.5281/zenodo.162926, Mar 2016.
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reviewers and to the members of IFIP WG 2.4 Software
Implementation Technology, including Anders Moller
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